COALFIRE

Coalfire global services

Coalfire expertise

One of the largest, most advanced technical testing
and simulation teams

¢ Strategic approach providing differentiated value

through consolidation and scale of services
¢ More than 20 years in the cybersecurity industry Leader across all major compliance frameworks

¢ More than 1,800 clients across a broad set of
industry verticals

More than 90 industry certifications and affiliations;
1,000+ employees; 200+ cloud certifications

Compliance services

e Obtain independent validation of IT controls
to industry and government standards.

e Get an unbiased perspective into overall

program effectiveness.

e Leverage compliance efforts as part of the roadmap
to a more secure organization.

e Turn an unwieldly, chaotic process into an easy, efficient,
and cost-effective one with Compliance Essentials.

Global services United States
* CSA STAR Attestation * ASV * FDA 510K * NIST SP 800-30
* CSA STAR Certification « CCPA * FedRAMP e NIST SP 800-53
* FAIR * CNSSI1253 * FERPA * NIST SP 800-171
* FPA ° CJIS e FFIEC e SOC1
* ISO 9001 * CMMI * FISMA e SOC2
* SO 20000-1 * CMS ARS » Forensics * SOC3
¢ |ISO 22301 e COSO e GxP ¢ SOC for Cybersecurity
¢ |SO 27001 * DEA EPCS * GLBA e StateRAMP
* |SO 27017 * DFARS * HIPAA * P2PE
* |SO 27018 * DoD 5015.2 e HITRUST * PA-DSS
e |SO 27701 e DoD CMMC e |CD 503 e PCI Forensic Investigators
* NESA COBIT * DoD RMF * ITAR * SEC Rule 17a-4(f)
* PCI DSS * DoD SRG * MARS-E * VPAT/Section 508
* EAR * MPAA
* FAR * NIST CSF
Canada Europe and Australia
e Health Information Act (HIA) e Personal Information e BSI C5 (Germany) e GDPR
» Personal Health Information Protection and Electronic * EBA * IRAP (Australia)*
Act (PHIA) Documents Act (PIPEDA) . G-Cloud (UK « ITIL (UKD

e Personal Health Information
Protection Act (PHIPA)

Protected B Program

* Coalfire uses subcontractors for this work.



http://www.coalfire.com

COALFIRE GLOBAL SERVICES

Privacy services

e Multi-regulatory privacy gap

e Privacy advisory services

e Privacy program design

e Privacy attestation (GDPR, CCPA)

e Data privacy impact assessment (DPIA)

Services

CCPA gap assessment
COPPA

FERPA (U.S. student
privacy regulation)

GDPR advisory services
GDPR attestations

e GDPR gap assessment

LGPD (Brazil general
privacy regulation)

Privacy program
development

Technical testing
e Simulate sophisticated real-world attacks.
e Hunt for and uncover hidden threats and risks.

¢ Understand the impact of potential threats.

e Improve efficiency across the full attack surface.

Services

Application
penetration testing

Attack surface management

Cloud testing and application

security assessments

Connected system/
0T testing

Internal and external
penetration testing

Physical assessment

Research and development
¢ Red teaming

e Social engineering

Static application testing

Vulnerability scanning

Solutions engineering
e Effectively integrate security solutions.
e Optimize the overall security posture.

e Protect organizations from cyber threats.

¢ Realize the fastest path to a safe, compliant cloud.

Services

Accelerated Cloud
Engineering (ACE)

Continuous monitoring

Configuration evaluation

For more information, contact us at Coalfire.com or 303-554-6333.

COALFIRE

About Coalfire

Product validation

Product white papers

Vulnerability analysis

Vulnerability management

The world’s leading organizations - the top 5 cloud service providers; 8 of the top 10 SaaS businesses; and 3 of the top 5 in financial services,
healthcare, and retail - trust Coalfire to elevate their cyber programs and secure the future of their business. As the largest global firm dedicated

to cybersecurity, Coalfire delivers a full lifecycle of solutions through professional services, managed services, and technology platforms to help
our clients solve their toughest cyber challenges. With more than 20 years of proven cybersecurity leadership, Coalfire combines extensive cloud
expertise, industry knowledge, and innovative approaches to fuel success. For more information, visit
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