
Keeping our finger 
on the pulse of the 
cybersecurity industry

For 20 years, Coalfire has combined 

extensive cloud expertise, technology, 

and innovative approaches to help 

clients around the world develop 

scalable programs that improve their 

security posture and fuel their continued 

success. We have more than 90 industry 

certifications and affiliations across our 

company service lines and personnel,  

as detailed here.

Industry associations, affiliations,  
and accreditations

•	 American Institute of Certified Public  

Accountants (AICPA)

•	 ANSI National Accreditation Board (ANAB)

•	 Association for Executives in Healthcare  

Information Security (AEHIS) Foundation Partner

•	 Capability Maturity Model Integration (CMMI)  

SVC Maturity Level 3 

•	 Cloud Security Alliance Certified Auditor  

for STAR Attestation

•	 Cloud Security Alliance Certified Auditor  

for STAR Certification

•	 Cloud Security Alliance Open Certification  

Framework (OCF) Working Group

•	 CMMC Third-Party Assessment Organization  

(C3PAO) via Coalfire Federal

•	 CMMC Registered Provider Organization (RPO)  

via Coalfire Federal

•	 CREST Accredited Company

•	 Electronic Transactions Association (ETA) Member

•	 FedRAMP Third Party Assessment Organization (3PAO)

•	 HITRUST Authorized External Assessor

•	 HITRUST Authorized External Assessor Council  

and Quality Subcommittee

•	 HITRUST Information Security Continuous Monitoring 

(ISCM) Working Group

•	 HITRUST Shared Responsibility Working Group

•	 HITRUST Third-Party Risk Management (TPRM)  

Council Founding Member

•	 National Association of Convenience Stores (NACS) 

•	 National Association of Corporate Directors (NACD)

•	 PCI Security Standards Council (SSC)

•	 PCI SSC Qualified Security Assessor Company (QSAC)

•	 PCI Forensic Investigator (PFI)

•	 PCI Software Security Framework (SSF)  

Assessor Company

•	 PCI SSC Approved Scanning Vendor (ASV)

•	 PCI 3-D Secure (3DS) Assessor Company

•	 StateRAMP Registered Assessor

•	 StateRAMP Standards & Technical Committee

•	 United Kingdom Accreditation Service (UKAS)

Experience and personal certifications

•	 AWS Certified Cloud Practitioner

•	 AWS Certified Solutions Architect – Associate 

•	 AWS Certified Solutions Architect – Professional

•	 AWS Certified Developer – Associate 

•	 AWS Certified SysOps Administrator – Associate 

•	 AWS Certified DevOps Engineer – Professional

•	 AWS Certified Security Specialist

•	 AXELOS ITIL Foundation

•	 Certified Cloud Security Professional (CCSP)

•	 Certified Ethical Hacker (CEH)

•	 Certified HITRUST Quality Professional Course (CHQP)

•	 Certified in the Governance of Enterprise IT (CGEIT)

•	 Certified Information Privacy Manager (CIPM)
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•	 Certified Information Privacy Professional (CIPP/US)

•	 Certified Information Systems Auditor (CISA)

•	 Certified Information Security Manager (CISM)

•	 Certified Information Systems Security  

Professional (CISSP)

•	 Certified of Cloud Security Knowledge (CCSK)

•	 Certified Risk and Information Systems Control (CRISC)

•	 Certified ScrumMaster

•	 Cisco Certified Network Associate (CCNA)

•	 Cisco Certified Technician (CCT)

•	 CREST Certified Web Application Tester

•	 CREST Practitioner Security Analyst

•	 CREST Registered Penetration Tester

•	 CSA Security, Trust Assurance & Risk (STAR) Auditor

•	 Cybersecurity Maturity Model Certification  

Accreditation Board (CMMC-AB) Provisional  

Assessor via Coalfire Federal

•	 Fellow of Information Privacy (FIP)

•	 GIAC Certified Incident Handler (GCIH)

•	 GIAC Exploit Researcher and Advanced Penetration  

Tester (GXPN)

•	 GIAC Penetration Tester (GPEN)

•	 GIAC Security Leadership (GSLC)

•	 GIAC Web Application Penetration Tester (GWAPT)

•	 Google Cloud Certified Associate Cloud Engineer

•	 Google Professional Cloud Architect

•	 HashiCorp Certified: Terraform Associate

•	 HITRUST Certified CSF Practitioner (CCSFP)

•	 ISO 9001 Lead Auditor 

•	 ISO 20000-1 Lead Auditor

•	 ISO 22301 Lead Auditor

•	 ISO 27001 Lead Auditor

•	 Microsoft Certified Azure Administrator Associate

•	 Microsoft Certified Azure Security Engineer Associate 

•	 Microsoft Certified Azure Solutions Architect Expert

•	 Microsoft Certified DevOps Engineer Expert

•	 Microsoft Certified IT Professional

•	 Microsoft Certified Professional

•	 Microsoft Certified Solutions Associate

•	 Microsoft Certified Systems Engineer

•	 Offensive Security Certified Expert (OSCE)

•	 Offensive Security Certified Professional (OSCP)

•	 OneTrust Professional Certification

•	 OneTrust Expert Certification

•	 OneTrust Fellow of Privacy Technology

•	 Palo Alto Networks Accredited Configuration  

Engineer (ACE)

•	 Palo Alto Networks Certified Network Security  

Engineer (PCNSE)

•	 PCI Qualified Security Assessor (QSA)

•	 PCI Qualified Security Assessor Point-to-Point  

Encryption (QSA-P2PE)

•	 PCI Forensic Investigator (PFI)

•	 PCI Secure Software Assessor

•	 PCI Secure Software Lifecycle (SLC) Assessor

•	 PCI SSC Payment Application Qualified Security  

Assessor (PA-QSA)

•	 PCI SSC Payment Application Qualified Security  

Assessor Point-to-Point Encryption (PA-QSA P2PE)

•	 PCI 3-D Secure (3DS) Core Assessor

•	 Project Management Professional (PMP)

•	 Red Hat Certified Technician (RHCT)

•	 Splunk Certified Architect

•	 Splunk Certified Consultant Level 2

•	 Systems Security Certified Practitioner (SSCP)

•	 VMware Certified Professional (VCP5-DCP)
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