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PCIl compliance services

Improve security, not just compliance

Driven by an increasing number of data breaches and theft, the Payment Card
Industry Data Security Standard (PCI DSS) is designed to protect businesses and
their customers from payment card data theft and misuse. Emerging technologies in
the payments ecosystem are driving demand for a holistic approach to compliance,

risk, and security.

EXPERT ASSESSMENT, ADVISORY,

AND TESTING

Compliance requirements are increasingly complex
with multiple paths to achieve compliance objectives.
Coalfire works with organizations to scope compliance
efforts to the appropriate level while helping them
quickly identify and resolve threats that could impact
business operations.

e Gain a better understanding of your organization’s
compliance responsibility and how to effectively
achieve it.

e Save time and resources by working with
experienced assessors who understand your
industry and technology and can help streamline
PCl compliance processes.

e Solve new PCI challenges arising from the
growth and evolution of your business and
underlying technologies.

e Leverage our expertise cultivated from thousands
of assessments, hundreds of application validations,
and leadership in the acceptance of emerging
technologies such as cloud services.

WHY COALFIRE

We help organizations meet PCI DSS compliance
requirements - from scope definition and gap analysis
to assessments, technology validation, and program
strategy. As one of the original Qualified Security
Assessor (QSA) firms, we have performed thousands
of PCl engagements. We don’t just assess compliance,
but rather we work with organizations to align
compliance investments with broader business

and security objectives.

“I'm impressed by the breadth of knowledge
that Coalfire assessors have shown regarding
PCI DSS requirements and how they apply

to our environment. The assessors know the
requirements in detail and can readily speak
to how implementation of particular processes
and methodologies in our cloud-based
environment satisfy those requirements.”

- QUALPAY CIO
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OUR SERVICES

To help businesses achieve and maintain compliance
with PCI DSS and protect payment card data, we provide
services to support PCI activities throughout all stages -
from building a PCI program to performing ongoing
assessments aimed at improving your security posture.

PCIl gap assessment

To identify gaps and opportunities for improvement,
we assess your current environment against the entire
PCI DSS standard using a combination of network
architecture and documentation review, policy

and procedure review, and observation of system
component configurations.

On-site PCl compliance assessment

This phase involves performing the required PCI
compliance assessments with an annual on-site PCI
assessment. As a QSA and Approved Scanning Vendor
(ASV), we can assess the current state of compliance,
assist in remediation efforts, and create formal reports
or observations of compliance.

Controls and security management solutions
We offer solutions that help you meet specific DSS
requirements. In some cases, this can be consulting

services to develop specific policies or procedures.
In others, it might involve helping you fulfill specific
requirements such as penetration testing and web
application assessments. Our services include:
e Facilitated self-assessment questionnaires (SAQs)
e Point-to-point encryption validation (P2PE)
e PCI PIN validation
¢ Secure Software Framework (SSF) validation
- Secure Software Lifecycle (Secure SLC) validation
- Secure software assessments
¢ Point-of-sale (POS) vulnerability scanning
¢ QSA remediation guidance
e PCI DSS scope definition and reduction strategies
e PCI cloud security advisory
e PCl| penetration testing
e PCl employee education and training

e External vulnerability scanning (ASV)

In addition, our CoalfireOne*™ platform provides
testing, documentation, reporting tools, and QSA
support needed to meet your PCl compliance needs.
The easy-to-use and secure CoalfireOne platform
contains advanced features that make managing
your risk and compliance program much easier.

Make your compliance programs efficient and empowering with these services.

Coordinated assessments:
Simplify assessments and align
efforts across frameworks to
reduce audit fatigue and total
cost of compliance.

STREAMLINE YOUR PCI COMPLIANCE.
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About Coalfire

Compliance management:
Maintain and improve security with
year-round, proactive management
of your compliance program.

Market development services:

Get return on compliance investment and
grow market share with services that help you
expand into new markets, create competitive
differentiators, and accelerate pipeline.

Learn more about Coalfire’s
PCIl compliance services.

Coalfire.com | 877.224.8077

Coalfire is the trusted cybersecurity advisor that helps private and public sector organizations avert threats, close gaps, and effectively manage

risk. By providing independent and tailored advice, assessments, technical testing, and cyber engineering service

/e help clients develop scalable

programs that improve their security posture, achieve their business objectives, and fuel their continued success. Coalfire has been a cybersecurity
thought leader for nearly 20 years and has offices throughout the United States and Europe. For more information, visit Coalfire.com
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