CASE STUDY

ACI Worldwide chooses
Coalfire to certify ACI
Validated Point-to-Point
Encryption™ (P2PE) solution

AT A GLANCE
The Universal Payments
(UP) company, ACI
Worldwide powers
electronic payments
for more than
5,100 organizations
worldwide. Every
day, thousands of
financial institutions,
intermediaries, and
global merchants rely
on ACI to execute $14
trillion in payments
and securities.

CHALLENGE
A global leader in electronic payments, ACI developed its
point-to-point encryption (P2PE) solution as part of its UP
Merchant Payments portfolio that enables merchants to securely
accept and process a wide variety of payment transactions.
“We wanted to validate ACI’s secure P2PE solution against
the PCI P2PE standard in response to customer demand and
additional business opportunity,” says David Tvrdy, director of
product development, AOD Deal Desk at ACI. After an existing
Payment Application Data Security Standard (PA-DSS) vendor
recommended Coalfire’s P2PE validation services, ACI included
Coalfire in its pursuit of a P2PE Qualified Security Assessor
(QSA) (P2PE) company. “After comparing companies, Coalfire’s
global reach, extensive market and industry presence, and proven
ability to deliver the services to other payment system leaders
immediately stood out,” Tvrdy states.
Following a competitive selection process, Coalfire was chosen as
the QSA (P2PE) company for the validation of ACI’s P2PE solution.
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In collaboration with ACI’s U.S., European, and
South African teams, Coalfire leveraged its
global presence and deep technical knowledge
to assess gaps, deliver advisory services, and
perform a P2PE validation assessment. Coalfire’s
comprehensive capabilities were key to advising
ACI through the entire process and providing
more than just an assessment (validation) service.
Coalfire conducted a workshop to understand
ACI’s technical situation and business goals, and
then provided advisory services to help ACI
implement technical and process changes
necessary for P2PE validation. Finally,
Coalfire conducted the P2PE assessment.

Coalfire applied its knowledge and industry
expertise to help overcome several challenges
and meet ACI’s business goals in a timely manner.
“Coalfire’s validation of our P2PE solution helped
us acquire new business, increasing revenue
and customer satisfaction,” Tvrdy explains.
“Additionally, since the start of this relationship,
Coalfire has helped the ACI team build a broader
understanding of risk management and PCI
P2PE compliance,” continues Tvrdy.

Achieving the PCI P2PE listing was a significant
effort, but Coalfire helped ACI choose efficient
and cost-effective ways to address control

As a preferred trusted partner, Coalfire continues
to help tailor a risk management and compliance
plan to offer broader organizational security
benefits. Through Coalfire’s commitment to
a collaborative partnership, deep knowledge
of PCI/P2PE requirements, and a team of
highly skilled P2PE QSAs, Coalfire helped ACI

gaps. “We learned a lot from Coalfire’s P2PE
QSAs. The guidance and knowledge that
Coalfire provided allowed us to tighten up
our processes and procedures,” says Tvrdy.

overcome challenges along the P2PE journey,
and as a result, ACI was able to make informed
business decisions that directly aligned to
corporate objectives.

“The best part about working with Coalfire is the high level of collaboration.
The Coalfire team was extremely knowledgeable and helped us identify gaps
and remediate vulnerabilities in an effective, efficient way.”
– David Tvrdy, director of product development, AOD Deal Desk at ACI Worldwide

About Coalfire
Coalfire is the cybersecurity advisor that helps private and public sector organizations avert threats, close gaps, and effectively manage risk.
By providing independent and tailored advice, assessments, technical testing, and cyber engineering services, we help clients develop scalable
programs that improve their security posture, achieve their business objectives, and fuel their continued success. Coalfire has been
a cybersecurity thought leader for more than 16 years and has offices throughout the United States and Europe. Coalfire.com
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