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Cybersecurity that fuels success

COALFIRE AT A GLANCE

Deep experience

Nearly 20 years in the cybersecurity business

More than 1,800 government
and commercial clients

Strong partnerships with leading service providers,

including Amazon Web Services, Microsoft®,
VMware, and Splunk

Comprehensive approach
¢ A broad portfolio of cybersecurity solutions

¢ One of the largest, most advanced technical
testing and simulation teams
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Tech-enabled approach

Cloud-based CoalfireOne™ enterprise risk
and compliance platform, used by more than
1,500 clients

Industry- and client-focused innovators

97% client retention year after year
12 locations with more than 600 employees
More than 40 industry certifications and affiliations

Best practices gleaned from deep public sector
experience, including work with the Department
of Defense

Services that span the cybersecurity lifecycle

Using a combination of advisory, compliance, technical testing, and engineering services,
Coalfire looks at all aspects of our clients’ environments. With a complete picture of possible
vulnerabilities and threats, clients can make informed decisions and take appropriate steps
to reduce their organizations’ cyber risk and achieve greater success.

CYBER RISK ADVISORY SERVICES

e |dentify areas and scope of business risks.

e Build a remediation plan through best practices.

e Reduce risk of noncompliance, business

disruption, lost IP, and damaged reputations.

e Implement policy development, business
continuity, incident response, vendor
management, etc.

Services

Strategy and planning
workshop

Incident response

Third-party risk support

Cyber risk assessment

IT business continuity

M&A due diligence report management

Cybersecurity program
development

Cybersecurity
program advisory

Coalfire.com | 877.224.8077

COMPLIANCE SERVICES

¢ Obtain independent validation of IT controls
to industry and government standards.

¢ Get an unbiased perspective into overall
program effectiveness.

e |everage compliance efforts as part of the
roadmap to a more secure organization.

¢ Quickly, easily, and inexpensively confirm system

protection with the CoalfireOne®™" Scans platform.

Services
FedRAMP GDPR
FISMA HITRUST

NIST, DoD, and
federal requirements

PCI DSS and ASV

ISO 27001 and other
ISO services

SOC and SSAE 18
CSA STAR

PA-DSS
P2PE

HIPAA and risk services


www.coalfire.com

CORPORATE OVERVIEW

TECHNICAL TESTING (COALFIRE LABS) CYBER ENGINEERING
 Simulate sophisticated real-world attacks. * Effectively integrate security solutions.
e Hunt for and uncover hidden threats and risks. * Optimize the overall security posture.
e Understand the impact of potential threats. * Protect organizations from cyber threats.
Services ¢ Realize the fastest path to a safe,
. . . compliant cloud.
Enterprise Reverse engineering
penetration testing Services
Research and
Application development Architecture design Deployment
enetration testin ) and optimization
P l N9 Forensics Cloud security P
Red teamin ) ) ) Monitoring and analysis
N9 PCl Forensic Product validation ° v
Social engineering Investigators Configuration Vulnerability analysis
Physical assessment Vulnerability scanning evaluation

COALFIREONE® PLATFORM
¢ Get a single dashboard view of security controls, vulnerabilities, compliance, and risk ratings.

e Access self-assessment tools.

e Automate vulnerability scanning.

Trusted insight for navigating this complex cyber world
We stay ahead of technologies and mandates that impact cybersecurity. Regulatory organizations and
leading companies count on us to help them understand the security concerns associated with:

e Cloud and virtualization
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e Point-to-point encryption (P2PE)

EMV (Europay, MasterCard, and Visa)
and contactless payments
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COALFIRE

Close gaps, minimize risk, and successfully achieve objectives.
Coalfire.com 877.224.8077
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