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“Bring Your Own Device” is a megatrend in the workplace 

It’s an exciting development for increasingly mobile and interconnected employees, but also a new challenge for IT security 

teams.  Gone are the days where security professionals can lock down a finite set of machines and facilities; instead, they 

must manage an ever-growing, ever-changing landscape of employees, devices and applications; many of which have 

access to information that needs to be protected. 

At Coalfire, we conduct thousands of IT audits every year across an array of industries and compliance mandates.  And in 

the course of doing those audits, we are seeing more and more IT security leaders put policies and controls in place that are 

aimed at mobile devices.  That’s good, but is their message getting through to the users?   

To help answer this question, Coalfire conducted an informal survey of approximately 400 users (no IT or IT security 

professionals were included).  We asked them about the devices themselves, how they used them, and if they understood 

the security policies in place to protect the data that resides on the devices. 

 

Many devices, and most are employee-owned 

In the survey, we asked about three different mobile devices: 

laptops, smartphones and tablets. Of the respondents, 68% 

reported that they used a laptop, and 31% of those laptops were 

issued to them by their company. Smartphones are popular too, 

and are used by 47% of those responding.  The ownership picture is 

very different though: less than 10% of smartphones are owned by 

the company.  Tablets are a distant third in the survey, and are used 

by only 20% of responders; and they are almost all owned by the 

employee. 

These responses match what Coalfire sees in our audits: IT departments 

frequently issue and manage laptops, and employees supplement these 

with smartphones and tablets. Employee ownership leads to a predictable 

co-mingling of business and personal use.  In fact, only 16% reported a 

‘personal use’ mobile phone, meaning that 84% of the respondents mix 

business and personal use 

on the same phone.  
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Multiple uses for devices 

So what are users able to access with these 

mobile devices? Plenty!  Personal email is the 

most-reported use, and social networking 

sites are the second highest ranked 

destination. As expected, “apps” are 

commonly accessed by smartphone users 

(76%) and tablet users (78%).  

These devices are also workhorses for 

business purposes, too.  58% of all laptops 

(including those owned by individuals) are 

used to access company email. Nearly half of 

all smartphones and tablets have access to 

company email, too. Thus, we can safely 

assume that those users are accessing 

sensitive corporate information contained in routine correspondence and email attachments. In addition, 34% of the 

laptops in use connect to corporate networks, as do 20% of smartphones and 22% of tablets. The implication is clear – 

smartphones and tablets have much the same access as laptops, and all three types of mobile devices are frequently used 

to access corporate applications and data. 

 

The Password is …“Weak” 

Mobile device security begins with the device itself, and in 

particular, with a password. That appears to be best understood 

when a laptop is being used; 80% of laptop users employ 

passwords. Not so with smartphones and tablets: 47% of 

smartphone users and 42% of tablet users skip this important 

layer of protection. 

 

 

It’s no longer good enough to simply have a password; most 

security programs require a ‘strong’ password.  Our non-IT 

group of password-users gave themselves rather high marks  

for password strength. But that was before we clarified the  

term ‘strong’. 
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When we explained that ‘strong’ meant at least 8 characters, 

including letters, numbers and symbols, not surprisingly, many 

respondents changed their answers. After the clarification, 

only 50% of smartphone users, who claimed to have strong 

passwords to start with, now claimed to have ‘strong’ 

passwords.  Tablet and laptop users were more confident, 

with 62% and 76% claiming to have ‘strong’ passwords. 

 

Risky Behavior 

Another set of questions in our survey focused on 

user behavior. Specifically, we explored our group’s 

susceptibility to some common attack vectors 

(insecure networks, email phishing, malware 

downloads, shared passwords, and good old social 

engineering).  

What we heard should alarm IT security teams:  

 32% of users join public Wi-Fi networks 

 37% confessed to having clicked on links 

from banks (a common phishing tactic) 

 36% reuse passwords 

 60% write their passwords down on paper 

 

 

 

This is especially worrisome when coupled with their 

access privileges:  30% of smartphone users acknowledged 

that they have access to sensitive information, and 

another 16% weren’t sure if they have such access. These 

responses were similar to what we heard from tablet users 

(34% and 13%, respectively).  
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Policies and training 

In conducting an IT security review, our auditors always ask 

about “policies”.  We often find that our clients have policies, 

but employees don’t know about them.  Our survey confirmed 

that: 61% of respondents disavowed knowledge of a social 

media policy, and 62% said the same about policies for mobile 

device usage.  

 

IT departments need to do more 

In IT security circles, it’s commonly understood that employees – not systems – are often the weak link in the security 

chain. Our survey seems to reinforce that, especially given the prevalence of lightly-protected, employee-owned devices 

that can access corporate information.  

With this in mind, we asked our panel if the IT 

department trained them about mobile security.  Only 

25% reported a discussion from IT about mobile security, 

meaning 75% were left to their own best judgment.  

 

In contrast, Coalfire’s audits typically show at least some IT 

support for mobile devices, and we commonly see policies  

that allow IT to de-activate and erase the data on lost devices. 

However, employees do not seem to be aware of this:  only  

21% of smartphone users knew that IT could wipe their  

phones. It seems that the mobile device management (MDM) 

technology is well ahead of the communication efforts  

at many organizations. 

Conclusion: Embrace BYOD and manage the risks  

Users have spoken and we suspect that you knew some of the answers before you read this report. After all, you like your 

toys, too, right? Mobile devices have arrived in the workplace, and it’s a win-win situation when employees provision their 

own devices helping to lower costs and increase productivity.  But you must know the risks and manage them.  
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Coalfire recommends that organizations follow these steps to help secure data on mobile devices: 

1. Create a mobile device policy and communicate it early and often.  Don’t let employees connect without reading 

and signing off on the policy.  And don’t be satisfied with just a signature. Conduct training, test proficiency, and 

repeat.  

2. Use every method available to control access to company data on mobile devices.  There are many Mobile Device 

Management (MDM) and Network Access Control (NAC) solutions available; some of the most effective include 

capabilities that already exist as features of your enterprise communication platform.  Leverage them to your 

advantage. 

3. Know what employees can access with their devices and zealously manage passwords and permissions. There are 

ways to enforce strong passwords and password rotation. Have the will to deploy them (even if users resist). 

4. Trust, but verify.  Your employees may be trained, but they will still do dangerous things. You need to regularly  

test your defenses to make sure that infected machines, careless users and good old fashioned accidents don’t 

hurt your organization. 

For more information or to receive the complete results of this survey, visit http://www.coalfire.com/Contact. 
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