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Introduction 

Business leaders today face a complex risk question on the issue of moving their IT infrastructure to the Cloud. 

On one side the operational and business efficiencies are undeniable and on the other there are serious 

potential risks such as loss of control, liability to litigation etc. The “How” of the Cloud migration will influence 

the value to be gained from the migration and understanding the nature of the risks in the Cloud environment 

will help guard against pitfalls that reduce the value to be derived. There are many situations where a move to 

the Cloud is not the right choice for an application or organization. The National Institute of Standards and 

Technology (NIST) have recently released a comprehensive document listing the challenges in the Cloud. 

Designated as NIST Special Publication 800-1441, the document provides extensive guidance on the common 

challenges in the Cloud and recommendations to mitigate the risks associated with those challenges.  This 

whitepaper condenses the NIST document and provides a distilled list of risks based on Coalfire experiences with 

Cloud providers and consumers. This document is targeted towards Business and IT leaders considering a move 

to the Cloud for some or all of their applications.  

The key risks to consider in the Cloud are defined from a strategic perspective include the following: 

 

Reduced Governance 

The key advantage of the Cloud over the traditional datacenter model is the ease of provisioning services. Due 

to its elasticity and automation the Cloud generally offers services quicker than an in-house or hosted IT 

scenario. This provides an easy pathway for organizational units and departments to engage Cloud providers 

without going through the traditional IT procurement process. As the expenses are usually operational vs. 

capital in it is more difficult to track such deviations. Such scenarios place the whole organization at risk of 

technology lockdowns, restrictive contracts, loss of data ownership etc. Consumers may not have the technical 

knowledge or experience to understand the nature of services provided and may be buying more than they 

need, hence reducing the cost benefits provided by the Cloud. Such scenarios are already commonplace as many 

IT professionals suspect that Cloud services may be deployed in their organization without their knowledge 

according to a study cited by NIST. 

The Cloud does offer means of delivering standardized IT services in measurable quantities. Cloud services are 

relatively new and the standardization/measurements vary between providers. Organizations should consider 

treating Cloud services as high or critical risk and establish controls to monitor and manage the service level 

agreements.  Depending on the organization the Cloud services may need additional controls and monitoring 

systems to be in place. Overall Cloud services as they stand today require more rather than less governance 

from organizations. 
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Data Location 

Cloud providers generally design their services to be delivered from multiple datacenters. This design principle 

provides redundancy and helps meet very high uptime or SLA requirements.  By spreading their service across 

datacenters, providers are able to minimize the risk of localized events affecting their services. Cloud providers 

may also run their services from datacenters in different countries. Most organizations do not require this level 

of redundancy, but providers may be using datacenters in other countries internally for backup, offsite storage, 

management etc.  Organizations that use Cloud services which are in turn based on other Cloud providers are at 

increased risk of not being aware of the location of their data. 

Data privacy and protection are heavily regulated by states and countries. Some European nations restrict 

certain type of data from being transported beyond their physical borders. There are cases of governmental 

agencies seizing entire data stores or shutting down datacenters for investigation. An organization can reduce 

the risk of non-compliance by being aware of the location of their data under all possible scenarios including 

disaster recovery, peak traffic, backup and offsite storage. An organization may receive only a subset of the 

standard services offered by the provider by restricting the data locations that can be used by a provider. A 

balance between redundancy and exposure to litigation should be the goal of any risk mitigation measure 

around data location risk. 

Data Ownership 

Cloud providers are modeling services on the basis of consumer Cloud services such as Gmail and Facebook. 

Typically the contracts that are presented as “Terms of Service” for these services are one sided and attempt to 

indemnify the provider of most legal risks. When an organization contracts with a Cloud provider they need to 

validate that they are not signing a standard contract which relinquishes their rights and ownership to the data 

that is moving to the Cloud.  

Cloud services should be treated as custodians of data and an organization should be able to modify the contract 

unilaterally if required. The ownership of data should be clear and exclusive. Any organization which is sending 

data to the Cloud should institute a risk management program that tracks the risk landscape and modifies the 

contract with the provider as required. 

Low Visibility into Virtual Networks 

Cloud providers use virtualization extensively to both build their services and manage them. Within these 

solutions it is possible to virtualize everything from the network layer to the application layer. It is possible to 

create and maintain virtual switches and networks independent of an organization’s infrastructure. Though 

difficult to scale or manage remotely the capability to have servers communicate with each other using only the 

virtualization layer does exist. As network monitoring and other monitoring tools are typically present in the 

physical network path it becomes difficult to analyze such traffic without adding additional software to the 

virtualization layer. 

Organizations can consider forcing traffic to use physical paths to ensure it is monitored which allows virtual 

machine to virtual machine attacks to be detected. Another way to implement network level monitoring is to 
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replicate the physical monitoring design within the virtual environment.  Replicating can cause network delays 

or use up virtualization resources that may be required for other systems. An organization should carefully 

balance the efficiency achieved by allowing network traffic to flow within the virtualization versus the visibility 

gained by exposing that traffic to monitoring. 

Increased Attack Surface 

Virtualization is the underlying technology of the Cloud. The prevalent virtualization technologies today operate 

between the operating systems and the underlying hardware and this adds another layer to the traditional 

information technology stack. Cloud providers also use a wide variety of software tools to automate and 

manage their infrastructure. The economics of the Cloud depend on automation and it is not uncommon to see 

high degrees of automation in areas such as capacity management, provisioning and load balancing. The 

software used to implement all these features also adds to the IT environment. 

The complexities of managing vulnerabilities increase as these new classes of software are introduced into the IT 

environment. Unlike software vulnerabilities in traditional IT systems which would expose a single organization 

or system, vulnerabilities in the Cloud software could expose multiple organizations or systems. Organizations 

should query their Cloud providers on their approach to patch and vulnerability management of the Cloud 

management software and virtualization technology. Cloud providers should also be able to validate the 

presence of Security testing in their system development life cycle. 

Identity Federation 

One of the initial points of integration for an organization moving to the Cloud between the provider and the 

consumer are access control systems. Many providers implement a single sign on system to minimize the impact 

to end users and leverage existing technology.  By establishing trust and sharing identity and attribute 

information across the access control systems of the two organizations end users are allowed to use the same 

credentials for their Cloud based and in house IT services. This integration is called Identity Federation and 

organizations need to be aware of the risks and vulnerabilities of the approach and methods used to achieve 

Federation. 

Identity Federation is based on technologies such as Security Assertion Markup Language (SAML) and eXtensible 

Access Control Markup Language (XAMCL) which are basically a means of exchanging authentication and 

attribute information between two identity management systems. These methods are implemented differently 

by each provider and some implementations are known to be vulnerable to certain types of attack. Credentials 

may be captured during transmission and used to initiate unintended/malicious actions. Organizations should 

ensure that the trust established with a Cloud provider is one way and bi –directional trust is established only on 

the basis of a strong business justification. Restricting trust and ensuring that the provider uses well known 

identity federation standards and methods is the key to a successful rollout of Identity Federation. 
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New Attack Vectors 

Cloud providers routinely support multiple tenants on the same infrastructure. Though private Clouds where 

infrastructure is dedicated to a single entity are available, they do not provide the same economies of scale that 

are obtained by sharing infrastructure between consumers. Virtual servers of different organizations running on 

the same physical hardware are a common form of multi-tenancy.  Multi tenancy introduces interesting new 

methods of exploiting vulnerable systems that are not otherwise visible. 

Compromise of a cloud hosted virtual machine leads to two primary vectors for potential further compromise. 

An attacker using a compromised machine may attempt to exploit another virtual machine on the same host or 

may attempt to compromise the hypervisor and thereby gain access to all other virtual machines on the same 

host. Another attack that is unique to Cloud environments is the interruption of a virtual machine migration 

process to either capture credentials or compromise the integrity of the system. An organization that is placing 

sensitive data in the Cloud would be well advised to identify the providers’ hypervisor technology and the means 

it uses for virtual machine isolation. 

Value Concentration 

Cloud providers are increasingly becoming vast storehouses of data and as more organizations move to the 

Cloud, providers will store more and more sensitive data.  Any such large store of sensitive data is bound to 

attract attention. In recent years the security industry has seen targeted attacks backed by highly organized 

criminal groups with huge resources compromising well-known names such as Google, VeriSign and Microsoft 

among others. Rogue nations have used their capabilities to conduct federal and corporate espionage in the 

recent past. 

Not many Cloud providers will be in a position to defend against such resources if used against them. An 

organization should evaluate the various data protection and isolation methods available to them before moving 

their data to the Cloud. Tokenization, multifactor authentication, encryption etc. are some of the means of 

protection available to organizations using the Cloud. Of these strong encryption as defined by NIST is 

considered a best practice for protecting sensitive data. Organizations should be aware that there is no 

standardization on encryption methods used to protect “data at rest” or “data in use”.  “Data in motion” can be 

protected by commonly used transport or network layer encryption. An organization can reduce the risk of data 

loss due to a security breach in the provider network by controlling the encryption algorithm and access to the 

keys.  

Extreme Outages 

The Cloud provider is also a company that faces the same business risks as any other business entity. 

Bankruptcy, loss of facility, litigation etc. are only some of the risks that could result in service loss to the Cloud 

users. Denial of service attacks against one customer of a Cloud provider could end up affecting all other 

customers. From the technical standpoint vulnerabilities in the hypervisor, a software bug or a botched upgrade 

could result in smaller outages.   
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Temporary outages could be mitigated by redundant systems and sound backup and recovery procedures. An 

organization that is experiencing Cloud provider outages longer than a day is at serious risk of falling behind 

competition. To protect against such scenarios organizations should have a contingency plan in place that 

addresses temporary and long term service outages. Using offsite backup, standard applications and data 

formats that can easily be moved from provider to provider are some of the ways of ensuring that new providers 

can be ramped up rapidly. 

Reduced Monitoring 

Monitoring is the cornerstone of incident response. Current information on the status of the network and 

systems are collected as logs/events and parsed for anomalies through manual or automated tools. Without the 

monitoring infrastructure to understand the network and system behavior it is very difficult to identify system 

compromises and conduct forensics. Monitoring provides the required visibility to security practitioners on the 

security posture of the environment and helps target their efforts. While Cloud providers themselves may 

monitor their systems, it is highly probable that this activity would encompass multiple tenants and hence 

information is not likely to be shared. 

During investigations of security incidents the only means of reconstructing events would be through the logs. 

Logs from the virtual machines themselves may be suspect or insufficient; hence access to the provider logs 

would be required. Organizations should contractually require providers to make all logs available on request 

and also institute collaborative channels between the two IT Security teams for information exchange. Providers 

may need some time to remove information on other customers and sanitize the logs. Certain providers may 

offer incident analysis services themselves.  Either way a trusted two way exchange of information is required to 

successfully resolve incidents. 

 

Conclusion 

Organizations that are considering a move to the cloud are facing a gamut of choices with varying levels of cost, 

uptime, services and security. It is not always easy to navigate the options and identify a clear picture of the 

security posture of the vendor and the impact that the move will have on the organization’s security posture. 

Assessment frameworks and control guidance have been published by many well-known security associations to 

aid organizations in evaluating a Cloud provider. The Cloud Security Alliance2, Isaca.org, NIST are some of the 

well-known groups that publish guidance in this area. However, Cloud services are unique and vary widely from 

provider to provider and an organization may find that that they have to use guidance from more than one 

source.  A thorough due diligence effort which includes a risk assessment is widely considered to be a necessary 

first step for organizations that are planning to move their data to the Cloud. 
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Endnotes 

                                                        

 

1
 National Institute of Standards and Technology – Special Publication 800-144 

http://csrc.nist.gov/publications/nistpubs/800-144-SP800-144.pdf  

2
 Cloud Security Alliance – General Information 

https://cloudsecurityalliance.org/research/security-guidance  
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