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NCHELP Spring Convention 

May 16, 2012 

Panel Discussion Summary:  “Moving to the Cloud – A summary of considerations for implementing cloud 
migration plans into new business platforms” 

Panelists: Jeff Gammon, Chief Information Officer, CollegeInvest 
  Mike Marcotte, Global Chief Information Officer, Echostar 
  Kennet Westby, President, Coalfire Systems 

 

Over 60 executive level attendees came to the Omni Interlocken Resort in Broomfield, Colorado to hear from a 
panel of cloud experts on how the migration to cloud IT services could impact their business in the future.  First, 
many of the attendees wanted a more precise definition of the cloud.  It has been used in so many ways; the 
entire understanding of the services, risk and benefits was becoming “clouded”.  Then, the audience became 
interested in what the differences are between cloud based services and dedicated services that they may be 
using today.  Finally, they wanted to know what the benefits of cloud migration are, and what are some of the 
risks that the media keeps highlighting? 

Led by moderator, Jeff Gammon, the panel quickly started addressing the issues presented by the audience. 

 

What is “The Cloud” and how can it benefit my organization? 

The National Institute of Sciences and Technology (NIST 800 -145) defines cloud services as the following: 

“Cloud computing is a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of 

configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly 

provisioned and released with minimal management effort or service provider interaction. This cloud model is composed 

of five essential characteristics, three service models, and four deployment models.” 

Characteristics: 1) On-demand self-service, 2) Broad network access, 3) Resource pooling, 4) Rapid 
elasticity. 5) Measured service. 

Service Models: 1) Software as a Service (SaaS), 2) Platform as a Service (PaaS), 3) Infrastructure as a 
Service (IaaS). 

Deployment Models:  1) Private Cloud, 2) Community Cloud, 3) Public Cloud, and 4) Hybrid Cloud 

The service models and deployment models offer the most tangible elements of the cloud definition and we 
spent some time enumerating the concepts here:  

1. Infrastructure as a Service (IaaS): Many organizations already use IaaS when they outsource network 
management, colocation or other infrastructure level outsourcing.  IaaS is the most basic service and 
usually includes shared network services, firewall management and storage.  Virtual servers are often 
included with limited management.   
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2. Platform as a Service (PaaS): Moving up to platform level outsourcing enables organizations to 
outsource entire systems up through the operating system, database and application middleware.  
Typically, platform services include server management, network management, back-up and other core 
IT functions that are more efficiently provided in 3rd party facilities.  Uses include development 
environment, web server hosting and other shared application libraries to enable clients to rapidly 
accelerate deployment of services. 
 

3. Software as a Service (SaaS): The final step in the value chain is full application outsourcing to include 
data management.  A good example of this would be outsourcing virtual desktops, email, and payroll or 
moving Customer Relationship Management to Salesforce or Microsoft CRM. 
 

Service Benefits 

As depicted in the adjacent chart, the level of service 
provider responsibility defines the benefit available 
from each service.  When implemented effectively, 
the SaaS model has compelling benefits.  Not only 
does the organization reduce internal operating 
costs but it shifts responsibility for the inevitable 
issues that arise.  Those long nights of solving IT 
problems become the responsibly of the service 
provider.  Since the service provider typically shares 
both the facilities and staff resources across a 
number of organization operations, the cost benefits 
are compelling.  However, the potential benefits are 
not limited to cost alone. 

 Scalability 

 Flexibility 

 Performance 

 Extensibility 

 Reliability 

 Security 
 

Types of Clouds 

 Public Cloud – is available to all users.  Typically, the public cloud is free or available on a fee-for-use 
basis.  The public cloud offers limited Service level Agreements (SLA) or any expectation for privacy or 
security. 
 

 Private Cloud – is a dedicated platform that is focused on a single organization. It provides limited 
access to protect sensitive operations or data.  While a private cloud can be outsourced to a 3rd party, it 
has reduced financial benefits that make shared cloud services such a compelling cost savings 
alternative to traditional application hosting. 
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 Hybrid Cloud – this approach is focused on providing a combination of shared and private cloud services 
that strives to deliver the best of both worlds. The hybrid cloud offers varying levels of security and 
limited access to protect critical operations and sensitive data. The combination of shared IaaS services 
with focused private PaaS and SaaS can provide cost benefits over private but provide greater levels of 
control and security to the customer.   
 

 Community Cloud - The cloud infrastructure is provisioned for exclusive use by a specific community of 
consumers from organizations that have shared requirements (e.g., mission, security and risk 
management levels, policy, and compliance considerations). It may be owned, managed, and operated 
by one or more of the organizations in the community, a third party, or some combination of them, and 
it may exist on or off premises. 

 

What are the trends in cloud adoption? 

The migration to cloud services is in the early stages of this phase of IT maturity.  Early success with outsourced 
infrastructure services combine with a flood of software services being offered is accelerating the adoption.  The 
mobile platforms are the early adopters for shared web applications because organizations can move more 
quickly towards productive use of smartphones.  When customers or staff Bring Your Own Device (BYOD) to 
work or to your business, cloud infrastructure starts its inevitable creep into your environment.  Many IT 
executives have called this the “Post – Firewall” generation of application hosting and data services. 

For example:  A recent executive reported that he developed a board presentation on strategic sales status on 
an iPad, that was not controlled by the company, on an airplane broadband network with no firewall and access 
to a Salesforce.com application that had little control by the company.  Essentially, a critical sales management 
function with sensitive client data was being performed with little or no control by the company today. 

The dramatic improvement in efficiency, cost reduction and scalability will drive adoption of cloud services into 
every environment.  In fact, the US Government has adopted a “cloud first” program, called FedRAMP, which 
requires careful consideration of cloud services before any new program is purchased or enhanced.  The 
FedRAMP program is very active and promises to cut over 30% of the federal IT spend over the next 10 years.  
The first agency to show momentum towards the cloud is the Department of Defense (DoD).  If the DoD can 
migrate to the cloud, every commercial company has to carefully consider it. 

Mobile applications may drive the initial wave of cloud applications but even mature industries like power and 
energy are actively integrating cloud services to the next generation of smart grid. 

According to the Wall Street Journal, 72% of small businesses claimed that cloud security was their primary 
concern for migration to the cloud back in 2008. Similarly, 63% of mid-sized companies reported the same 
feelings. However, three years later those doubts had substantially decreased. The WSJ reported that 50% of 
small businesses and 47% of mid-sized companies had the same concerns. The trend, according to Ray Boggs of 
International Data Corporation (IDC), seems to indicate that companies are “rethinking cloud security” and 
overall cloud adoption.  
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What are the risks in migrating to the cloud and how do I maintain 

compliance with multiple data privacy regulations? 

The top 10 risks associated with cloud infrastructure are: 

1. Data Protection 
Most cloud users think about data loss in the cloud.  However, it is even more basic.  Once a user places 
data into a cloud application or cloud storage, who owns the data?  Will 3rd parties mine it and sell it? 
Once ownership is clearly established, the next question is how to keep private data, private.  The cloud 
is fostering an entirely new generation of encryption, isolation or de-identification.   
 

2. Identity Management and Access Controls 
While access to hosted applications can and should be controlled by the data owner, it is inevitable that 
3rd party systems or network service providers will obtain high level administrative access over critical 
systems that may bypass or change those access controls.  Even if the 3rd party has properly vetted its 
administrator staff and has effective access monitoring deployed, other users of the shared systems may 
also gain unauthorized access to those privileged accounts. 
 

3. Flexible Access Methods 
A selling point of the cloud is that the cloud provides the ability to access your applications and data 
anytime, anywhere and on any platform. This model can expose systems and applications to new 
methods for access that may not obtain the level of security review a customer would require and may 
provide opportunities for data leakage to unmanaged platforms and environments.  

 
4. Log Management 

Many quality 3rd party service providers that host or service cloud accounts have extensive logging and 
monitoring deployed.  In most cases, the monitoring is more extensive than user operations typically 
deploy internally.  However, the cloud user may need access to logs for both security monitoring, 
incident response and validation of compliance.  For example, healthcare data cannot be shared without 
patient consent.  As a result, strong record access validation must be maintained.   
 
Some of the greatest strengths of cloud services, elasticity and scalability, provide significant challenges 
for log management and correlation. If a system or application only existed for a short window of time 
then understanding activity and meeting compliance is amplified. Customers must understand how 
logging and monitoring will be handled in these environments and what their role and access will be. 
 

5. Trust 
As the owner of sensitive data, most cloud users limit access to their critical systems to only authorized 
users. In a cloud environment, multiple software providers, and managed service vendors access the 
shared systems.  The trust established between multiple networks may not be managed to the same 
criteria as the user environment. 
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6. Network Isolation 
Most applications that share sensitive data implement encrypted tunnels (or VPN) for users accessing 
the data.  Once a user connection is established to the 3rd party service provider, how are those 
encrypted tunnels maintained?  Most virtual systems share network appliances or adapters.  If the data 
is decrypted before it is managed by the applications, what exposure for sniffing is introduced? 
 

7. Availability 
The virtual nature of remote services makes availability dependent on the least common denominator.  
This is typically the network connection.  If time sensitive data is hosted on remote and shared 
platforms, what level of expectation for availability has been designed into the service? 
 

8. Compliance Management 
Whether data is hosted within a corporate data center or outsourced to a cloud service provider, the 
data owner is still liable for all compliance validation requirements.  Will the cloud service provider assist 
in the organization’s compliance program or even provide access to systems and data to conduct 
compliance validation testing.    Most cloud service providers have adopted a clear “secure cloud” 
message in marketing materials but our recent testing confirms that only a very few service providers 
actually understand the regulations and have deployed controls in a measurable manner.  Beware – the 
secure sales message may not equal compliance validation and the data owner has ALL the liability. 
 

9. Incident Response and E-discovery 
While all the other risks are serious, incident response is the most troubling.  Since investigations may 
impact the other users of a shared platform, it becomes much more difficult to disconnect data from the 
compromised system and to conduct invasive forensic diagnostics.  It is critical that each cloud user 
understand how they would work with a cloud service provider in the event of a system compromise 
and potential data breach.  Then, a firm process to place an E-Discovery hold on that data must be 
established. 
 

10. Security Program Governance 
Security program governance starts with an understanding of the scope of the services provided, 
systems used in delivery of services and controls to protect critical systems and sensitive data.  Recent 
studies show that this common understanding is already being bypassed by cloud services that are 
sneaking into corporate environments through the back door.  Users are bringing their own mobile 
devices with unmanaged networks and connecting them to sensitive corporate systems and data.  Those 
unknown cloud connections are further complicated with corporate cloud services that are not disclosed 
or managed.   
 
It is not uncommon for an executive or board of directors to be briefed on a cyber-security program that 
currently omits all cloud services.  The board remains accountable for the liabilities but does not have 
the knowledge to direct mitigation of the risks. 

 

To mitigate known risk for cloud deployments, an integration plan should consider the multi-tenant 
environment carefully.  Hosting service providers are augmented with service providers delivering a wide range 
of managed or remote services and then connect to one or more application providers.  This close virtual 
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integration provides the foundation for offering more efficient and economical services.  However, it also means 
that risk management must become an integrated process within the cloud ecosystem.   

If a 3rd party has not taken clear responsibility for coordinating risk management across all tenants in the 
ecosystem, the cloud user may find themselves stuck with a very costly and somewhat frustrating risk 
management program.  The Cloud Migration Approach diagram depicted below shows the role for a cloud 
integrator and an IT Risk and compliance management service provider. 

 

 

The IT Risk and Compliance Management service provider must understand both the sensitivity of the cloud user 
data and the regulatory compliance requirements of each user.  Once that initial discovery is completed, an 
integrated risk management and IT compliance program can be developed and monitored.   

 

When talking with cloud service providers, what questions should I ask? 

Cloud service providers have been considering many of the issues identified above for several years.  In many 
regards, they are much better prepared to discuss cloud deployment at much greater depth than cloud users.  
The following questions are not intended to be adversarial and most cloud service providers will already have 
programs to discuss how they manage the risks today.  These questions are provided to help cloud users gather 
the information needed to make informed decisions about cloud migration. 

 

 What Service Level Agreements (SLA) do you offer for performance, availability, maintenance, security 
and compliance? Strong SLAs help define roles and responsibilities. 

 What process have you deployed to limit access and monitor access to my data?  Can I get access to the 
access monitoring logs? 

 What other service providers are connected to the cloud segment my data will be hosted?  How is that 
access controlled and monitored? 
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 What level of IT compliance validation do you maintain?  (SSAE16, PCI DSS, HIPAA, FFIEC, FISMA, ISO 
27001, etc.) 

 What third party audits or validation for IT Compliance is provided to the customer? 

 Research potential Cloud Service Providers (CSP): Use search engines to search for breaches and 
possible negative press for targeted CSP.  While the press is notorious for only getting half the story 
right, be prepared to ask service providers hard questions about possible breaches. 

 Identify where your data is stored.  A service provider may only have 3 of its 10 data centers PCI 
certified, for example.  Be sure your data is in the PCI certified environments. 

 Review Backup Contingency Plans (BCPs) including how and when BCPs are exercised and verified 
current. 

 Review CSP’s staff, including vetting and hiring process and policies, certifications, training and 
monitoring.  Technology exists to segment multitenant environments as long as the staff is trained and 
equipped to implement and enforce policies through technology. The technology should also be in place 
to verify the staff is doing what they should be doing and not doing what they should not be doing.  
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